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Abstract - Radio-frequency tokens are vulnerable to eaves- suggests that each device synchronizes phase and amplitude before
dropping. Several schemes have been proposed that use additidn starting the protocol. We looked at several ISO 14443A tokens, all
devices to generate cover noise, or bit collisions, in order to pro- containing a NXP Mifare 1K IC. Tokens have the ability to synchro-
tect communication between a reader and a token. We discuss thenize relatively well — as illustrated by the anti-collision procedure in
practical weaknesses in current bit-blocking schemes and propes 1SO 14443A cards. The tokens we tested all responded within 0.1
an alternative implementation where the tokens modulate their re- s of each other, which is roughly equivalent to 1% of a bit period.
ply onto a noisy carrier provided by the reader. We believe that A determined attacker could probably fingerprint a card using phase
this modification resolves some weaknesses of bit-blocking proto-differences, but variability in the amplitude 6%, andSio is an eas-
cols and is also easier to implement as it does not require addi-ier option. A difference in amplitude occurs if there is a difference
tional blocking devices. This method can also be used to simplyin the modulation depth of the two devices. The modulation depth,
add noise to the backward communication channel in order to or the change in amplitude of the carrier during data modulation, is

complicate the recovery of eavesdropped dath. determined by antenna inductance, the resonant capacitor, modulation
impedance and even orientation (since it effects antenna coupling).
I. INTRODUCTION Matching the modulation depth is tricky, since it involves changing

RFID devices have been shown to be vulnerable to eavesdroppingthedRF carrier's amplitude, or tuning parameters. Figure 1 shows a
a number of parties have raised privacy concerns with regards+o pgnchronized response of two tokens that clearly has four distinct am-
sonal data being leaked or specific devices being tracked [1]. Qo#tides forSo1, S10, S11 andSoo respectively. As a result an attacker
constraints limit the amount of logic than can be accommodated avith eavesdropping equipment, in our case a simple tuned copper loop
often devices simply contain data storage elements with no secugijenna and amplifier, might be able to distinguish between the two
mechanisms. In certain cases key exchange is not possible as theefgences. In the case of NKA, where two active devices transmit si-
vice has no cryptographic means to do so and without a shared keymudtaneously, an attacker might find amplitude differences as a result
data can be exchanged confidentially. Deriving a session key fromaffibeing closer to one devices than the other.

token’s identifier, by using a master key, is also not feasible in some

cases since the token responds with a random identifier in orde
address privacy issues.

The idea of exchanging data securely by using characteristicq
noise on the communication channel, and without the need for a sh
secret, has been around for decades following on from the work|
Wyner [2]. Here the sender transmits some dgta), which is cor-
rupted by noiseN’(t) and N”(t), on the communication channel,
The intended recipient receiveét) = y(t)+ N’ (t) while the attacker
receives:(t) = y(t)+N"(t). The basic ideais that’ (t) << N"(t)
and as a result, based on the information theory regarding noise
channel capacity, the intended recipient can recover the data while
attacker cannot. Several ideas, following this model, have been (
posed in the RFID environment [7] [8]. The problem with these pr
posals are that, even though they are theoretically shown to be seq
there are no real-world assurances tN4t(¢) will always be sufficient
to prevent an attacker from recovering the data.

It is therefore a logical progression to protocols that intentional
add noise to the communication channel. A number of protocols h{
been suggested in the last few years that use bit-collisions, or blockin
in the communication channel to protect the token’s privacy [3] [4 !
and as a method to exchange keys, or data, between a reader and a
token [5] [6]. Two devices, which are theoretically identical in terms
of their communication channel, transmit a data sequence at the same
time. If both transmit a ‘1’ we get symbdl,, and if both transmit ‘0’ .

we get symbolSy. If the devices transmita ‘1’ and a ‘0’ respectivel NoISy CARRIER MODULATION
we get e)i/thels Ooc;r $,0. Bit-blocking works on the assum F’Zion tha)§Ne propose that the blocker uses a layer of band-limited AWGN (Ad-
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GURE 1 - BIT COLLISION BETWEEN THE REPLIES OF TWASO
14443 ATOKENS

the attacker cannot distinguish between these two symbols. Previ l%nces in the physical characteristics of the tokens’ communication
authors argue that distinguishing between different devices is hard phy ’

and that it would require special hardware, collusion between diﬂfer%;oglfnz sszol\jvesniz zﬁgrzgg c;cnzozl)tki‘;st::rg;né?gazgi (Obf) tﬁreet\trcg
attackers or ‘fingerprinting’ of tokens. g seq )

In the NTP protocol [5] a noisy token, which is similar to the otherne fact that (c) has two distinct levels 166, and 3y, is hidden by

; N adding random noise (d) but the data can still be recovered (e). In a
tokens, is used to ensure thii§, ~ Sio. The NKA protocol [6] way this merges bit-blocking with the concept of hiding data in ran-

! Appears in the Proceedings of RFID 2007, Vienna, Austria, 24—-25 September 20@lom noise. We also propose that the reader itself acts as the blocker.




som =~ 40 mV =~ 0.055. A bit error rate of 50% is equivalent to the

attacker randomly guessing all key bits as statistically he should get
(@ 1 half correct.
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IIl. CONCLUSION
Token Data We improve on current proposals for key exchange using bit-blocking
By randomizing the physical communication characteristics, with an
—— additional layer of AWG noise, we make it difficult for attackers to dis-
tinguish between the blocking sequence and data through differences
in the communication medium. In section Il. we show how effective

the additional noise is at preventing an attacker from guessing the ex-
t changed key. In our proposal the reader itself acts as the blockisr. Th
FIGURE 3 - SYSTEM IMPLEMENTATION simplifies the system as the user does not need to carry a special block-
ing device. Implementing the scheme requires little additional hard-
ware in the reader, it is transparent to the token and can be extended to

A RFID token modulates its data onto the reader’s carrier by varyif‘}By inductively coupled communication, e.g. |§O 1444,3' 1SO 15693.
its impedance, and as a result the coupling of the antennas. WdLd§" @lso be extended to any system using ‘passive’ NFC technol-
not create bit-collisions by making two sources transmit at the saffy @nd can therefore be applied to ubiquitous computing applica-
time, but rather by generating a noisy carrier onto which the tokef{@"S: Where pairing and key-exchange often happen between devices
data is modulated. The reader combines the output of a PRN, have never interacted before. This method car_1 be u_sed by RF_ID
can generate the bit-blocking sequence, and an AWGN noise solf6®y and blocker systems to hide any differences in their communi-
The result is modulated onto the carrier in addition to the token’s d&t8ton medium compared to the tokens they guard. For future work

After the reader removes the carrier and subtracts the noise the §&avould like to investigate how this system can be used to directly
can be recovered. This system is simpler as the user does not neQiiiscate data and to create eavesdropping resistant communication

carry an additional device, which shares a secret with all readers nnels for RFID devices.
are encountered. The exchange phase of our protocol is shownin Fig REFERENCES
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